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Abstract

This deliverable presents how the AGILE software stack integrates components
developed by the consortium and additional open source components into a modular
framework, and how this framework is exposed to the user through the AGILE Graphical
User InterfacgGUI). In addition, it describesome nofGUI related elements that were

not documented in previous deliverables, namely: how Kura is integrated with the AGILE

framework; the local data storage API; and the JavaScript AGILE Sbi€.document

has been further edited since version one, to address feedback from AGILE project
reviewes.
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1 Introduction

AGILE implementsa modular gatewaframeworkfor the management of I0T devices.

A great part of the design and development wotkefproject is dedicated to the software
modules that the user interacts wilthis deliverablgD3.3) presents how the AGILE
software stack integrates components developed by the consortium and additional open
source components into a modular framewonkl how this framework is exposed to the

user through the AIRE GraphicalUserInterface

D3.3 extends on D3.1Requirements Specification & SW Architecjussnd D3.2

(Application Interface$ Gateway Dat a Management &inibeével oper
implementatioh by updating information and detailing aspects emerged during the
development procesdt accompanies the software released contemporarily to this
deliverable(AGILE stack v0.4)0which integrates the full AGILE software stack as

foreseen in th@roposal. However, it is important to note that further software work, as
partofTask3. 5 A AGI LE SW Ma i-goingeandamill seevé to €éxpandsthiei | | on
capabilities of the stack in directioesnerged during the open call process.

1.1 Structure of this document

Section2 introduces the AGILE software stack, revisiting and updatiteg software
architecture specified iD3.1 to reflect the changes introduced dgyithe course of
development thanks to developer discussions as well as based on feedback received from
pilot and open call project participants.

Section3 describes various AGILE deployment methods, &eittion4 goes on by
detailing the AGLE GraphicalUser Interface, presenting its design principles and
individual components including various featurek tbe management Ul, remote
management possibilities, and the rapid development environment embedded in the
AGILE framework. t also introduces Ul elem&nthrough which users can benefit from

AGI LEG6s underlying recommendation and confi
In Section5 we discuss the integration of Kura in AGILE, wigs particularly
challenging since both AGILE dnKura are complex frameworks with partially
overlapping functionalities.

Finally, Sectiorb presentgwo elements of the stack that were not discussed in previous
deliverables: the agile data API and its implementation proyidngateway storage
functionalities, and thagile SDK, which is not part of the staddutrather an important

library helping developers (both internal to the project and external app develejplers)
AGILE Frameworkintegration
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2 The AGILE Stack explained

In thissection we describe the software architecture of B&LE |oT Gateway software
stack, providing an update of the reference development view presented first iIA®3.1.
a recap, we have identifigtie following principles to guide the architecture desifn

AGILE:

|l

Need for strongnodularity : we want that AGILE supports the most common

l oT/ M2M protocol s, but 1 tds impossible
developers are able to easily plug in the modules that implement even proprietary
protocols fordevice/cloud communication and other features.

Support foruser interfacesthat interact with the core AGILE modules (device
management, data management, protocol support, application design and
execution, etc.)

Languageagnostic design i.e. support fo more than one runtimes and
programming environmentshe AGILE components that we have identified for

use (protocol libraries, user interfaces, ew@dopt different runtimes (Java,

Pyt hon, Node. JS) . | nforce eixténndl @velopestouse donot
a specific runtime environment or programming language for developing their
application on top afhe AGILE software components.

Support for a wide range dfardware 10T gateway platforms: similarly to the
previous point, w eloperamd companges into usie@ 11 oc k d
selected hardware platforms. AGILE should support as many of the gateway class
platformsas possible with different CPU architectures, also allowing companies

to scale their AGILE based products, following the changammirements from

prototyping to production.

Configurability : the possibility to allow developers to chepigk the specific

software components from the AGILE framework based on their naeds

compose a working stack with relative ease.

Extensibility : the possibilityto benefit froma wide set of welkstablisked open

source projects implementing different capabilities relevant for AGILE (such as,

for example, 0T protocols and standards or more gateway specific capabilities).
Usability: offer easy to use developer interfaces and recommendation services in

ordea to address fast prototyping activities and alloenexpertdevelopers to

benefit from core capabilities offered by AGILE.

©D3. 3 Application I nterfaces ( Gat eiwfmalintegiaioh a Manage
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: AGILE Software Architecture

The AGILE Softwarearchitectures divided into two maiparts
1 The full software stackas shown oifrigurel) that runs on the AGILE Gateway,
l.e. on edge devices that interact with 10T Devices and that will lboat loT
applications on the gateway itself

1 The set of components

that runs in theud offering capabilities for

0 managingindividual and groups oOAGILE Gateways from remote

locations

o providing cloud based baand for recommendation and storage seryices

o allowing cloudb

asedoffloading of the execution of entire or partial

application workflows

Focusing on the AGILE Gatewdyom a sdtware components point of view we can

distinguishthe followingparts:

Gateway OS

Containersation infrastructure

Containersed AGILE micreservices
AGILE Apps

= =4 =4 =8 -4 =9

Gateway OS

At the lower levelthere isthe operating systenrunning on the gateway itself. The

Remote Gateway and Fleet Management System
The AGILE API and respective IPGi@ RPC mechanisms

baseline of the AGILE software stack is an operating system capable of raontagner

technology (includingDocker and Balena) While almost any recent OS configured

accordingly can run Docker containkeri our reconmended approach wsovide an

operating system specifically tuned for our-gsse. The opesourceresinOS has been
designedfrom Yocto (currently Sumo 2.5) with a continuous stream of updates and
releases after feedback from AGILE development partrm@lst partners and, more

recently, opestallers. Itincludes a minimal set of required components to reliably

1 We document 5 distinct ways to install and run the AGILE stack including two-open

source Operating Systeraadan installation for development purposesection3 and

at http://agileiot.eu/resources/aqgHeiki/
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support operation of the Dockand Balena&ngine in embedded scenarios. It supports a
large number of gateway platforms and provides variousagement features.

However, he AGILE project also explicitly supports Raspbian based deployments, which
is the most popular Debigmased OS for the Raspberry Pi family of developer boards.

In terms of microprocessor architectures, AGILE targets compativilith multiple
architectureswith specific focus on ARM (32/64 bit) and x&3l architectures

AGILE Containerisation Infrastructure

On top of the operating systemager offering containerisation functionalié&iowing to
encapsulate AGILE services and AGILE applicasiointo isolated micrgervices.
AGILE relies onDocker based containsation and Dockecompose based orchestration
of services.

Remote Gateway and Fleet Management System

This layer partly running directly on the host Gfor the purpose of integrated security,

and access to lowevel OS component®r upgradespand partly containesed (for the
purpose of deploying/bootstrapping separate containers during the update pdazdss)

with all the capabilities needed to allow a remote access to the gateway for management
and for managing a fleet of remote gateways in an efficient and simple way. This includes
all the infrastructural capabilities to securely access the remote gatewayeafates for
displaying and managing the devices connected to the gateway. The AGILE solution
leverages on capabilities offered by doekempose remote management features,
resinOS, opnVPN, and Resin.io for the remote management interfadesever, lke

the deployment environment/OS itself, other methods (for example, a preferred VPN
solution) can be used instead.

The AGILE API and respective IPC and RPC mechanisms

At the core of AGILE Gateway stays the AGILE API, the main integration layer of
capabiities offered by the AGILE Gateway to developers. The AGILE API is developed
leveraging on an internal BUS, tBeBus?, the technologysedalsoby operating system
services and applications as an IPC mechanism to coordinatgliotess activities.
Given the availability of different language bindings for-Bus (different client
iImplementations) and the fact that most of operating system services and capabilities are
already exposed via-Bus, this interface has been selected as the most efficient and
effective mechanism to support communication among AGILE services at the Gateway
level.

In parallel to DBus, and following the same API structure and definition, a parallel
AGILE RESTful API is made also available inside AGILE gateway exposing AGILE
servies through an internal http restful API to be used in the case developers prefer to
avoid D-Bus integration via libraries and instead use a restful API integration approach.
Part of the API functionality can also be made available to external services through the
AGILE policy framework.

AGILE API exposes services implemented by each nsemvicecomprisingthe AGILE
framework, as described in the following paragraphs.

Containerised AGILE micro -services

2 See https://en.wikipedia.org/wikifBus
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The remaining part of th&GILE framework is developed as a set of misayvices that
are exposednd integratedia the AGILE API (D-Bus and Restful API).
Micro-services of the AGILE framework are:

o Protocols Manager servicethis service offesan interface to interact with all the
available 10T device communication protocalgilable on the AGILE Gateway.

It offers an interface abstracting the way in which each specific protocol status and
device discovery is performed aii available protocols.

o Protocol Adapter services for each integrated communicatiorofocol (such as
BLE, ZigBee, 802.15.4etc.) a specifi@adapter micreservice isdeployed Each
of these micreservicesexposs:

0 A set of API services and propertiesnamon and implemented for every
protocol binding released, aiming at offering a set of common services for
device communication and interaction;

0 A set of protocekpecific services and properties necessary to handle
protocol specific capabilities.

Note tha Protocol Adaptrs are containesed, buta oneto-one mapping between
protocols and containers is not required. If an adapter encapsulated code that
implements multiple protocols, this can be exposed in the bus as multiple services
from a single contaime

o |oT Device Manager servicethese services allow to manage metadata and status
of all available devices registered in the AGILE Gatewags#igns gateway level
unique identifiers to devicesffers a device registry service, and provides
persistence.

o |oT Device Engine servicesan loT Device Engine service handles the-tiore
required to map specific lodlevice typesto lower layer services exposed at the
protocol level. Although some protocols allow the automatic generation of device
representations based on metadata exposed by the protocol itself (e.g. the BLE
GATT exposes the list of GATT services and charactesigtiovided by a specific
device using a numeric ID), this is often not the level of abstraction expected by
the user. Therefore, device implementations should be added to the $gstem
bridge this ¢ alghlaveldevitecA®Into eesequenad towes
level Protocol API callsin AGILE, each device engine represents a runtime that
handles a set of device typ&stantiatingobjects representations of devices as
requested by the device manager. Currently only a Java based device engine is
included is the system, but other engines can also be added. The Java based engine
includes a plugn mechanism with which device class files can be added to the
system, allowing also IPR protected device implementation to be integrated with
ease.

o |oT Data Management service it offers capabilities to fetch arsfore dataof
connected devices based on storage policies set up though its API, including
capabilities to handle data retention policies and to store data in encrypted using
asymmetriccryptography.

o Configuration and Recommender servicesservices supporting the user in the
proper configuration othe gateway and its components, as well as in the
development process. These capabilities are exposed through several user
interfaces as addn functionalites, but it is also available for application
developers.
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o Security Componens. backend services fonandling identity management and
user authentication, for storing security attributes relatedrious entities (users,
groups, devices, etc.) presentthe AGILE system, and for providing access
policies and corresponding policy decisions.

0 Kura components: Kura itself is a platform for building 10T gatewayaded on
Java OSGi. Integrated in AGILE as a contaisenl service it complements
AGILE with additional protocol adapterfor industrial feld protocols, with
additional 10T cloud platform connectivity optigngith Ul elements for module
configuration, and with a more industrial oriented workflow basedVIRES
graphical development environment.

o GUI components:The AGILE GUI is also orgased as a set of dockeeid microe
services. These services interact with the underlying components using the REST
version of the AGILE API, and optionall
browser.Components idade a desktop framework, an extensible management
Ul, and a JavaScript based Developer BEdr more details, sethe following
Sectiord.

The AGILE Apps Infrast ructure

The AGILE Gatewayalsooffers part of its resources (computational, storage, network)

specifically to the hosting of local 10T applications that leverage of AGILE Framework

services (accessed via the AGILE API) to interact with all managed deswkgo
implement the application specific business logic defined by the developer.

There are two main different types of AGILE loT applications hosted on the AGILE

Gateway:

1 Simple IoT workflows, developed using the AGILE developer's user interface (the
Node-Red based Ul), and offering developers an easy to use environment to quickly
implement workflows managing device interaction and device data streams via a
JavaScripbased development environment (see rade description® for more
details on this envimment);

1 Full-fledged loT applications written in any language the developers desires, making
use of AGILE Framework services \tlae AGILE API (or its mapping in the AGILE
SDK), delivered and installed on the gatgves a container.

3 http://nodered.org/
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3 Deploying an AGILE Gateway

AGI LE supports dif f e (oeholbbyistdevelopmenstadustrialr o m i ma
deployments, and correspondingly, several ways to deploy AGILE gateways, some more
suitable for rapieprototyping applications while others more adapt $vructured

development and fleet maintenance.

A key project aim has always been to enable SNBEstupsand larger 10T businesses
alike, to build products and services on top of AGILE hardware and softivgre
facilitating routes to experimentation (e.grototype development) and market
(MVP/final product)

Whether user (usecase and application developers, in this contextijoateng for a pre
compiledRaspbian based image for a simple installation using a familiar OS, a full stack
solution supportinglarge number of gateway platforp@n installation on a laptop using

our dockercompose based installation process, a large scale remotely managed
deployment(and with their Clouebased components fully supportedy to build all
AGILE components fronsource, we provie solutions that facilitatall of the above
deployment process

In what follows we detail five of these methods, each suitable for a differertbase
The upto-date documentation is also available from the AGILE Wiki.

3.1 Raspbian based standalone gateway

This type of deployment, available only for the Raspberry Pi (2, 3, 3+), is based on pre
compiled SD images, thus it is useful for those whda@oking for the easiest wag try
AGILE on a Raspberry Pi. This method is@luseful for those who would like to run
other legacy services next to AGILE, although fiiocker and dockecompose based

i nst almethdd coalshb@ more suitable in case ofgxisting installations.

The deployment process composed of the followwg steps

1. Download a Raspbian based SD image from the AGILE Wiki:
http://aqgileiot.eu/wiki/index.php?title=AGILE_SD_images

Burn image to microSD (we recommeitther.iodeveloped by a project parther
Connect the Pito LAN. In case of WiFi, edit thpa_supplicant.coriile directly

on boot partition of the SD card.

4. Insert the SD in the Pi drpower it up.

5. The gat ewayos itipt/agilegw.loca:8000h ab |l e on

(user: agile password: secret)

Open the Device Manager and custssthe password.

The discovery of the gabDNSWatsyoaledBomouraddr es s
protocol. This is by default enabled in most Linux distributions and on OS X, while
in Windows it is only supported if the network is marked as bprhagte If for

wmn

N o
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some reason you LAN does not support mDNS (i.e. "ping agilegaV is not
working), further steps are needed to access the GW:

o Find the actual IP of the gateway device. Depending on the configuration of
your (W)LAN, you can get this from your router's management interface or
using thenmapprogram. You can also gi by simply connecting a screen
directly to the Pi, which displays the IP address at the end of the boot
process.

0 Connect with SSH to your gateway with ug@rand passwordgileiot

0 Update AGILE_HOST variable in the agile configuratidmfme/pi/agile
clifagile.conj with an accessible IP addressdomain name of the gateway
and restart AGILE by issuing thadile restarj command.

3.2 Docker and docker-compose based installation

This method is useful for deploying AGILE on any platform not supportedidoypther

methods, most notably Linux based PCs, and OS X. As such, it is also useful for testing

the AGILE stack without a dedicated gateway (e.g. on a laptop), and it is often used for
devel opment directly on the dewetlrequweer 6 s ma
specific loT gateway hardware.

The deployment process composed of the following steps

1. Clone the AGILE Stack

git clone https://github.com/Agile - loT/agile - stack.git
2. Clone the AGILE CLI (Command Line Interface)
git clone https://github.com/Agile - loT/agile - cli.git

3. Set up the CLI

cd agile -cli

cp agile.config.examples/a gile.config.localhost agile.config
4. Optionally: Customse the configuration, e.g. by setting the AGILE_ARCH to
x86_64

5. Optionally:Install the AGILE CLI
sudo ./agile install

6. Start agile
Jagile start

7. Connect tdhttp://localhost:800@nd log in to the Ul
(user: agile, password: secret)
8. Open the Device Manager and custsarthe password.

3.3 ResinOS-based gateway with local management

This deployment is based o#sinOS introduced ibection2. Users can selethis option

if a robust OS is required, one of the supported GW platf@msed, but remot€loud

based management is not neededIl&Gwill be running on the gateway machine, but
dockercompose will be run from a local manageme&ygtem The managemestystem

can be any PC, it is only used to configure the GW at deployment, and later, if necessary,
to update services.
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. SW Requirements (host machine):
Docker, Resin CLI, Node.js
. Gateway HW Requirements:
RPi 3 (or RPi2 or Up board x86_64 w/ WiFi + Bluetooth)

° Download resin0S image from resinos.io

We will use the resin0S Operating System for embedded loT. Ensure you also
have Resin CLI installed: npm i -g resin-cli

° Configure the image on your local dev machine, then burn!

You can issue sudo resin local configure ~/Downloads/resin.img to configure WiFi credentials, the
gateway hostname and logging before burning to the SD card e.g. with www.etcher.io for simplicity

° Clone the AGILE Stack and edit .env.example into .env

git clone https://github.com/agile-iot/agile-stack && cd /agile-stack ... then

edit the sample configuration locally. Ensure you have included the device hostname!

° Boot the target device and compose the AGILE Stack

After booting the gateway target from the SD image, run docker compose:

docker-compose up and observe the feedback - voila, all deployed with services running!

° Access your gateway using http://HOSTNAME:8000

". s' \ That's it! For troubleshooting and customisation check our comprehensive README at:

Figure2: AGILE deployment process using resinOS
The deployment process composed of the following steps
1. Download resinOS frorttps://resinos.io/#downloadaspberrypor build from

source based dmttps://resinos.io/docs/custombuild/
2. Optionally: Install resincli

npmi -gresin -cli
3. Optionally:Configure the dowloaded SD image (only required if @oting to
WiFi)

resin|  ocal configure resin.img
4. Burn image to microSD (we recommeftther.ig

5. Clone the agilestack
git clone https://github.com/agile - iot/agile -stck  && cd agile -
stack

6. Configure the stack by creating and editing the .env file
cp .env.example .env

7. After powering on the GW with the microSD card, initialise AGILE
docker -composeup -d

8. To access the gateway, connechttip://resin.local:3000
(user: agile, password: secret)
9. Open the Device Manager anddatethe password.

3.4 resinOS-based remotely-managed installation

This installation option is @hul for largescale deployments andcindes management,
ornrgoing supportmonitoringfeatures via securdoud-based infrastructur@nd remote
update features. It is recommended whemote management ofroups of AGILE
devices is requirede.g. in enterprisgrade production environmentdn the guide
below, we will use a free resin.io account for this. As an alternative, the previous method

©D3. 3 Application I nterfaces ( Gat eiwfmalintegiaioh a Manage
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can be used, connecting the gateway to anydsglfoyed or openly available OpenVPN
service by custorsing the gatewad OpenVPN configuration.

The teployment and setugiepsare the following

3.

5.

1. Visit https://resin.icand create a free account
2.

Create a new application by giving it a name, selecting the type of device in
which you will deploy the AGILEstack.
Initialise this applicatio®d s b a ¢ ki nwith theeAGIbE statko r y
o Clone the agilestack
A it clone git@github.com:AgileloT/agiletack.git && cd agile -

stack
o Pushthestackintotteppl i cati onds repository
git remote add resin [ USER]@git.resin.io:[USER]/ [ APPNAME].qgit

o As theversion forCloud-based deployment of the AGILEask differs
slightly from our master branch, we need to change to themagdinbranch

like so:
git checkout resin - multi
o Initialise the remote repository
git push resin -fresin - multimaster

Finally, add your first device by clicking 'Add device'. At this point, a

customsed version ofesinOS image is downloaded. Contrary to the previous

installation method, ik one is:

o Connected to an OpenVPN server (in this case hosted on resin.io)

o Receives docker updates directly from resin.io instead of the local
management machine

o Registers in thgraphical fleet managemeldt

Burn image tamicroSD (we recommendicher.ig

The abovamage can be used to initisgiany number of devices, each of which will be

part of the same fleet, and will receive updates as soon as the backing repository is

customsed for aspecific use or updated with a newer version of the AGILE stack.

3.5 Building and installing from source

We have also taken specific attention to make AGILE easily buildable from source, with

a build process that recreates all the Docker images.
Thebuild processs the following

1. Clone agiledev

git clone https://github.com/Agile - loT/agile - dev.git
2. Configure agiledev for local bui

cd agile - dev/agile - stack

cp .env.example .env

3. Edit .env ancchange the AGILE_HOST variable to localhost and disable the
DOCKER_HOST variable. If on x86_64, update the AGILE_HOST variable as

well
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Build everything
docker - compose build

Start the AGILE framework
docker - composeup -d

Connect tdhttp://localhost:8000
Open the Device Manager and custserthe password.

No o &
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4 The AGILE Graphical User Interface

The AGILE Graphical User InterfacAGILE GUI) is modularsed following the same
dockersed micro-service principle used in the whole framework. This uniformity in the
technological base allows us to mingmiprerequisites, making it easier to port AGILE
to different gatforms. It also simplifiesthe management and update of thevise
compositon, andas a consequence, it allodsvelopers to customise the AGILE stack
simply using the same principles throughout the framework.

AGILE GUI components running as services deployed in the@spectiveDocker
containes, are only responsible fo userinteractionand consume th®EST APIs of
underlyng AGILE services, thus enforcing strict separation of constraints. This
separation ensures that tA&ILE framework is also operational withoubet GUI
elements. .k, GUI based management and interaci®only an optiopasit can always

be replaced byther means such as command line tools or remote control through the
exposed APIs.

The AGILE GUI is composed of the following services
- GUI Deskbp Framework (agileosjs)
- Web basedevice Management U(agile-ui)
- AGILE Developer Ul (agilenodered)
- Ul elements of deployed applications

Oneof these elements serve as single eptyints for the whole user interface: the GUI
Desktop Framework which provides an extensible, unified, andbasbdwindow
manager type integration of the different Ul components

4.1 GUI Desktop Framework

The AGILE GUI Desktop Framework is based on OS.jg, JavaScriptdesktop
implementation for the web browser with a ftitidged window managerpplication
APIs, GUI toolkts, and a filesystem abstraction. It has been built to feel like a traditional
desktop, only with modern web technologi¢$eatures a fully capable Window Manager
and Desktop Environment that takes inspiration from Linux. It supports localisation,
theme customisation, dragnddrop, authentication and muliser, grougbased
permissions, etc.

It is important to highlight thawhile we use OS.|s for several of its features, drgign
decision was to avoid using features of OS.js that would comprohesgenerality of
other AGILE moduleskeeping OS.js an easily replaceable element of the architecture if
one requires a different froeind.In fact,we intentionally limited our use of the extensive
featureset of OS.jsfocusing on the following tw&ey aspects:
- A light-weight inbrowser integrationf various AGILE user interfacelements:

the AGLE architecture allows AGILE components as well as deployed

applications to have their owweb-based GUIl,each implementingts own

HTML/JavaScript frontend. Tdse frontends are exposed by different doskdri
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1 3rd AGILE Releasé Full Software Stack Pagel9 of 72



H2020-68808% AGILE Adaptive Gateways for dlverse muLtiple Environments

processes, yet they are integrated in a single Winkliawager through OS.js
providing the user with a uniform usage experience when dealing with the AGILE
gateway.

- User authentication and single sign throughout the AGILE services: through
our authentication plugh module added to OS.js and through interactions with
the agilesecurityservice, users are automatically authenticated to other parts of
the framework and this information is used in furthehatisation processes.

A great feature of this approach is that if a user of the-epearce code base decides to
customse the AGILE stack and select a different approach for the main usgace of

its gateway, all bthe devéoped Uls carbe used without any major modifications, and

the framework can be changed by replacing the authentication mechanism, of which most
of the functionalities are embodied in the underlying aggleurity service, and only a
narrow part is included in the OS plugin.

To summane, the main features and characteristic® fjswe use are
An opensource project with active development

Desktop and Window Manager built to feel familiar to most users
Works in any modern browser

Server is deployable on any platin

Can be built to run entirely ibrowser without any server
Dependencyree JavaScript frontend

Easy to use APIs

Customisable and easy to extendhveustom code and modules
Supports multuser environments and authentication
Supports adding gfackages via external repositories

Follows industry standard style guides

=4 =8 =8 _-8_4_9_9_2_-2_-2_-12

For completeness)S.js has several other features that are not currently used but are
possibly useful in the future, such as:
i Virtual File System- Store your files across many fdifent storage/cloud
providers
Drag-anddrop support between applications
Supports sessions so that the user can reload workspaces on any computer
Localisation and translations support
Comes with a small application suite
Comes with all the tools necess#mybuild custom applications
Client is written in Strict Mode JavaScript and uses ECMAScript 5.1 standards
Comes with Google ARlavaScripSupport
Comes with Windows Live API JavaScript Support
Google Drive support
Dropbox support
OneDrive support

=4 =8 -_8_9_9_9_-42_42_-4_-2._--12-

The mode for the AGILE GUI Framework is available in tgile-osjsrepository.
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The following screenshots illustrate how the Desktop Framework looks inside the
browser:

&« c @ @ % 192.168.8.60:3000/auth/agil @t L » =

Authenticating user with agile-local
username agile

password eeeees
Submit

Figure3: single sigron mechanism supporting various authentication types

« cC @ D P £ 192168.8.60:8000/#access _token=9 11HQ8bCaMygBBIKTioE - ¥ arch n & 9o oTeO =

DISCOVER DEVICES

6 Synchronize [J

DummyData

Figure4: Screenshot of OS.js withe DataVisualisationUl andthe Developer Ul

4.2 Device Management

We provide the following means of managing devigegeways amh l0oT devicespn
AGILE:

1 Management o gatewaylocally, possible through local access to devices e.g.
on the OS.js interface which was demonstrated in previous deliverables
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1 Management of devices, such as sensors and actuators, connected to the

gatewaypossible both directly from AGILE dedicated microservices (access to

which is documented later in this report) and delivered through AGILE User
Interfaces also previously documented

1 Remde management of gateway devices, where one or more AGILE IoT
gatewayg can be deployed, controlled remotely, updated or otherwise

maintained

The above deployment processes that offer separate management options are also
described and documented in our AGILE Wiki:

http://agile-iot.eu/wiki/index.php?title=Five_easy_ways_to nistall_AGILE_(running_the_default_stack)

In this section, we are documenting remote access to deagcpart of the managed
resinOS deployment of AGILE gateways critical development item since the previous
deliverable was to enable tipeovisioning of AGILE microservices (currently spread
across over 10 microservices) in a controlled manner

SERVICES

Service % Status %
agile-dummy @ Running
Running
agile-dbus © Running
© Running
© Running
agile-data © Running
Running
© Running
agile-osjs Running
agile-core @ Running
agile-nodered Running

Commit %

c5fa2f5

c5fa2f5

c5fa2fs

c5fa2fs

c5fa2fs

c5fa2f5

c5fa2fs

c5fa2fs iy

c5fa2fs

c5fa2f5

c5fa2f5

c5fa2fs

|
[$]

|
[¢]

|
[$]

Figure5: Realtime status of microservices on single gateway device
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The resin.io platform, as well as resinOS (which wereoducel as the gateway
management solution and underlying Operating System respectively) has been fully
integrated with the AGILE gateway to support mglintainer deployments.

Although multicontainer definitions were possible through Docker CompbDseker
Compose is a tool for defining and running mualintainer Docker applications), work
had to be done to ensure the réengateway management service would support this
configuration. We have released @pen Source version of Resin.io (with resinOS
alreadyhaving an Open@irce licensg.

As was described in Secti@and b further clarify, the above does not refer to code that

is on the Gateway itself. Abf the components on the AGILE gateway that regard the
Operating System, container technology and othefémels of the stack, are fully Open
Source and released on public repositories. The entetpvigkoption for deployment
(through a managed versioof resinOS) naturally incurs costs fatoud-based
infrastructure from the provider, resin.io and the company uses a freemium model with
varying subscription levels based on devices. Those using the AGILE stack can avoid
such costs either by deploying resinOS with their clend-based remote nrmagement
interface and VPN facility (with open VPN currently supported), or by using any of the
other deployment methods fully documented in the AGILE Wiki (which includes an
unmanaged version of resinOS as well as a version on a different flavour of)Linux

In terms of enterprise management featuresnew OS versiorvg.19.0) that the AGILE
stack is deployed on (and currently supported on Raspberry Pi 3 and Intel NUC, plus the
majority of the ARM and x8@r x86-64 boards) is compatible with AGILE.

This enables remote management of fleets of devices, currently with the below
functionality available freely to anyone deploying AGILE on multiple devices.

The work is based on a new set of interfac
into considerationand has been built from the ground up to support multiple
microservices as part of the same monitored deployment flow.

It is worth noting that the only required steps are the creation of a resin account, the
download of the resinOS image, and the initighldgment of the stack following our
steps documented in the ag#tack repository.

4 https://resin.io/blog/opeBourceresinio-progressandnextsteps/
5 More information about this standalone version of the Open Source operating system
can be found herduttps://docs.resin.io/reference/OS/overview/2 . x/#variafisesinos
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& Add a new device

SELECT RESINOS VERSION

V2.12.54rev2 (recommended) + Show outdated versions

SELECT EDITION

@ Production Production image:

but don't offer ¢

NETWORK CONNECTION
@© Wifi + Ethemet
WIFI SSID
agile_ssid
WIFI PASSPHRASE

Show

= ADVANCED
CHECK FOR UPDATES EVERY X MINUTES

Download configuration file only

The Raspberry Pi 3 is not capable of connecting to 5GHz WiFi networks unless you use an
external WiFi adapter that supports it.

. Download resinOS (~147 MB)

Instructions

€ Use the form on the left to configure and download resinOS for your new device
© Write the OS file you downloaded to an SD card. We recommend using Etcher
© Insert the freshly burnt SD card into the Raspberry Pi 3.

© Connect your Raspberry Pi 3 to the internet, then power it up.

© Your device should appear in your application dashboard within a few minutes, Have fun!

For more details please refer to our getting started guide

o PR

Figure6: Device provision

ing based on existing configuration

# Applications > §& ag\ledevm‘\aﬂ:ils
DEVICES + Addduioe
F~ Status Name Last Seen
FLEET
CONFIGUAATION 9 © Online 92.168.8.60 Currently online (for an hour)
Ex ¢ © Offiine home 16 days ago
EXRONENT
VARIABLES
Sx)
SERVICE
VARIABLES
]}
RELEASES

4

NOTIFICATIONS

+

LOCATION

ACTIONS

git remcte add resin georglosBgit.resin.loigh_cskiraly/agt W 7
© Views -
Application commit: 100% e5fa2fs Iy Group actions = » Tags
uuio @ 0S Version IP Address Commit o
sbe7152 Resin 08 2.12.3+rev] (dev) 192,168,860 csfaafs
4353804 Resin 08 2.12.3+rev] (dev) 192.166.8.36 csfa2fs

Figure7: Device statistics and health information
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L

L)

DEVICES

Ex)

ENVIRGHMENT

VARIABLES

S

;;;;;;;

RELEASES

A

NOTIFICATIONS

.f

LOCATION

ACTIONS

Applications

Fleet Configuration @

Name &

Enable / Disable the resin splash screen

Define DT parameters

Enable / Disable UART

Enable / Disable logs on the hdmi display

Enable / Disable VPN connectivity check

Enable / Disable delta updates

& agiledev?ﬁmﬂﬂ'!ﬂ

Define the timeout when requesting a delta in milliseconds

Define the number of times a delta download should be retried

Define the wait time between delta download attempts in milliseconds

Enable / Disable local mode

Enable / Disable logs from being sent to Resin

git renote add r

esin georgioségit.resin.io:gh_cskir

alyfegi B 7

2 overrides

2 overrides

2 overrides

2 overrides

Figure8: Device settings propagate across fleet
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# Applications - § agiledev20180318
DEVICES
"' Deployment 3
FLEET
CONFIGURATION
O Failed
Ex) © Cancelled
ENVIRONMENT
VARIABLES @ Cancelled
®s
Sx)
SERVICE @ Succeeded
VARLABLES
© Cancelled
RELEASES
NOTIFICATIONS
<
LOCATION
ACTIONS

Release % Completed 3
caalT89 24 days ago
20F3b9f 24 days ago
20f3b9f

esfazfs [EEIELD 24 days ago
42018F3 24 days ago
8070990 24 days ago

gloslgit.r h_cskiralyfagi By 7
€ View
1-60f6 | < >
Build Duration % Devices &

0:02:37 0
0:11:46 0
0
0:02:31 2
0:03:06 0
0:00:16 0

Figure9: Deployments tracked through a CI (Continuous Integration) process

Figure10: Remote device management incl. exposing AGILE Ul link ¢VETPS
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