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Abstract
Data sharing is a key element of IoT environments; however, security and privacy concerns can
diminish the potential of certain applications as users are reluctant to give data to third parties
unconditionally. This deliverable describes how the AGILE security framework supports data
sharing mechanisms while offering security assurances to users storing information on the
gateway or sharing it with external systems.
First of all we explain enforcement mechanisms applied within the gateway. Those include
enforcement points to ensure authorised access to container APIs, encryption of data stored
within the gateway, and a policy decision point that can be used from applications running
within or outside of the gateway.
Afterward, we explain mechanisms supporting use cases when data needs to be sent or received
to/from external systems. For instance, AGILE offers a one-time token mechanism allowing
external devices to authenticate in a lightweight manner towards the gateway. To demonstrate
the feasibility of this approach in resource constrained devices, we implemented the client-side
mechanism to generate tokens on RIOT (an OS for the IoT).
With regard to outsourcing data to external systems, we developed an SQL connector. This
connector allows AGILE users to apply policies based on tables and actions performed on them
when an application executes database queries. More importantly, when used in combination
with CryptDB (an existing encrypted database), this connector can be used to offload data
storage and querying computational resources to more powerful servers, yet without letting the
external service to see the data in plain text. This is possible because information is encrypted
before it is shared with external services.
To offer a wide range of integration possibilities, we do not only describe how to interact with a
structured query language in a secure manner; on the contrary, we also include an approach
that enables developers to apply policies on any kind of data they need to process. To this end,
we created a sample application that is easily extensible and documents how to use the policy
decision points from AGILE in different scenarios. These scenarios range from operating on an
in-memory array of objects to obtaining information from external HTTP endpoints, e.g. github
API, and applying policies on it.
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1 Introduction
We have described implementation and examples on how to integrate with authentication
mechanisms offered by AGILE in (Parra, D5.1. First Prototype of the AGILE Identity
Management System 2016). Later on, we similarly covered the security policies and their
considerations in D5.2 (Parra, D5.2. Usage Control and Management 2017). The current
deliverable addresses the use of security policies when interacting with external systems, e.g.
databases or external devices. Also, we provide examples of usage and cover the lifecycle of
data sharing and policy enforcement. To achieve this, we cover low-end devices, applications
relying on the AGILE security framework, applications developed through rapid prototyping,
internal and external databases.
Now, we map the components discussed throughout this document in relation to the
development architecture in Figure 1. Also, we will point out different sections of the
document where each contribution is described in more detail.
We highlight AGILE Cloud services to represent the support for encrypted databases allowing
developers to offload storage and querying of data to external servers, yet without making the
plaintext available to the cloud administrators (see Section 4.3). We also highlight AGILE
applications and their runtime because Section 2.2 covers aspects related to security
integration for Node-RED workflows, i.e. workflows for rapid prototyping, to full-fledged
applications running micro-services within or outside of the gateway. We highlight the IoT Data
Management UI and the Data Implementation below because it has been extended to support
developers to specify that data stored in an encrypted manner (See Section3.3). Also, we
highlight the Cloud Storage component below the Data API Implementation because we
collaborated with Work Package 4 to integrate the Archistar service from PRISMA Cloud
(Loruenser 2017) to support secure secret sharing using cloud providers. These results are
covered in Section 4.4.
The Desktop environment is not highlighted as a whole, because this integration was already
performed in the scope of Work Package 3. We highlighted the device registry to illustrate
that there have been extensions to RIOT OS to support secure primitives on the device and a
one-time password mechanism has been provided as a GATT service to the gateway (see
Section 4.2). Also, the HTTP API and the docker layer are highlighted because the component
presented in Section 3.1 protects HTTP endpoints by validating authorization and
authentication before internal micro-services can be reached.
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Figure 1 AGILE architecture
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2 AGILE Approach to Security
This section clears some questions arising from previous documentation delivered by the
project. In particular, we address the following questions in this section:
•
•
•
•

Why does AGILE follow an attribute-based approach to security?
How can an application integrate security features from AGILE?
What support is available for processing structured and unstructured data with
security policies?
How can AGILE security help developers now that new GDPR rules are in place?

2.1 Attribute-Based Approach
Previous deliverables have used an attribute-based approach to build the security framework
for AGILE, i.e. D5.1 (Parra, D5.1. First Prototype of the AGILE Identity Management System
2016) and D5.2 (Parra, D5.2. Usage Control and Management 2017). D5.1 includes an
academic discussion clarifying the rationale behind the attribute-based approach when the
identity model is introduced. An important factor to adopt attributes was to favour generality;
specially, because the identity model for AGILE had to be defined early on in order to build on
top of it. Notwithstanding, we expand on the reasons for this decisions in this deliverable by
showing clear signals that attribute-based access control is a trend in actual standards and in
real-life products.
Intuitively, the main reason to adopt attributes is that they offer more flexibility. For example,
role-based access control can be implemented through a specific attribute, i.e. role.

2.1.1 Standardisation
Standardisation bodies have also adopted attributes after realising this is a more flexible and
generic way of expressing security concepts. For instance, the Internet Security Glossary
(Shirey, RFC 2828: Internet Security Glossary 2000) included the following definition for the
Identification step, i.e. the first step in the authentication process:
“1. Identification step: Presenting an identifier to the security system. (…)
2. Verification step: Presenting or generating authentication information that corroborates the
binding between the entity and the identifier. (…)”

RFC 2828 has been deprecated in favour of the Internet Security Glossary, Version 2 (Shirey,
RFC4949: Internet Security Glossary, Version 2 2007) including the following definition for the
Identification step:
“1. Identification step: Presenting the claimed attribute value (e.g., a user identifier) to the
authentication subsystem.
2. Verification step: Presenting or generating authentication information (…) as evidence to
prove the binding between the attribute and that for which it is claimed. (...)”

© D5.3 Secure Data Sharing
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This shows that the security community has generalized definitions around security to include
an attribute-based approach to define security aspects while keeping the previous definitions
as examples for clarity see the reference to the user identifier within the e.g. clarification.

2.1.2 Security Products in the Market
Also, attribute-based approaches have gained traction in real productive environments from a
practical perspective. For one, Microsoft .NET framework provides a so-called Claim Based
Access Control. In particular their Claims-Based Identity Model (Microsoft 2017) defines the
term identity as:
“A set of attributes that describe a user or some other entity in a system that you want to
secure”

Microsoft uses terms like Claims-based authorisation, Claims-based identity model, etc.
instead of the more common attribute-based equivalent terms, i.e. attribute-based
authorisation. This relates to the way in which attributes are delivered in the Microsoft
framework. The core difference is that attributes are not stored in a directory, but are instead
delivered to the application by the user.
Similar to the support offered by Microsoft, Oracle also wants to make developers’ job easy
when it comes to adopting security within their applications. To this end, they released the
Oracle Entitlements Server (Oracle Identity Mgmt. 2012) as part of the Oracle Platform
Security Services. The entitlements server is used to grant or deny access to information
hosted by a particular application. The Entitlements Server supports Role-Based and AttributeBased policies.
Like Oracle, IBM also supports attribute-based policies for ensuring access control to Web
resources in their Web Content Manager (WCM) (Schefenacker n.d.).

2.2 Security Integration and Data Types
We have already introduced the different ways to integrate with applications in (Parra, D5.1.
First Prototype of the AGILE Identity Management System 2016) and (Parra, D5.2. Usage
Control and Management 2017). However, this section aims to provide a summarised
description of support offered by the security work package to different applications.
The way in which an application is deployed is one of the most important factors influencing
the security guarantees that can be provided to an application; thus, we discuss possible ways
to integrate security based on several scenarios. Afterwards, we cover particular support that
may be desired for certain applications, regardless of the way in which they are deployed.
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2.2.1 Integration Recommendations per Application Type
Nowadays, Web applications are becoming more and more prevalent due to the support
provided to developers (access to GPU, video reproduction, etc). In addition, many mobile
applications use the same viewers employed for the Web today. For this reason, we divide
client-side Web applications from Web applications executing “server-side” code. The former
kind of application considers integrations executing merely on the user agent (See Client-Side
Web Applications ). This includes scenarios where only JavaScript is executed on the browser
and also some mobile applications. The latter set of applications considers more powerful Web
applications requiring the constant execution of a process on the gateway or elsewhere (See
Web Applications Deployed on the Gateway or External Servers)
Also, developers may be interested in writing “batch” jobs in cases when it is not possible to
have user interaction over the Web to authenticate a user. These applications usually run in
the background and provide data to the front-end (See Batch Jobs).
Last but not least, as AGILE provides support for rapid prototyping through a drag and drop
developer’s UI, we describe the support offered therein to integrate security features too (See
Rapid Prototyping ).

Client-Side Web Applications
Client-Side applications, i.e. client-side JavaScript only integrations of some features, require a
special kind of interaction in order to be able to rely on an external service to authenticate
users. Also, they are restricted to execute only client-side JavaScript. These applications are
supported by the AGILE security framework thanks to two aspects. First, AGILE security
supports the OAuth2 implicit flow which only requires redirections on the user-agent. Second,
we have integrated all security-relevant calls into the AGILE SDK. These features include how
to validate users’ credentials, create, update, read and delete attributes and policies and
evaluate policies using the security framework, and can be executed in every popular browser.
From this moment on, every application described can use the policy evaluation from the
AGILE security framework through the REST API or using the AGILE SDK if there is a JavaScript
execution runtime, regardless of whether it is client-side, e.g. Web browser, or server-side, i.e
Node.JS.

Web Applications Deployed on the Gateway or External Servers
The AGILE security framework has been designed in a completely portable manner.
Specifically, there is no specific hard-coded logic in AGILE security to let other AGILE
components interact with it and use its authentication and authorisation features. Instead,
AGILE exposes OAuth2 interfaces to let applications rely on its services. Throughout the
literature such applications can be called relying parties, resource servers, among others. In all
cases, the underlying concept is that these applications rely on the security services, e.g. user
authentication, provided by the security framework.
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A consequence of having a generic framework implementing security mechanisms is that the
rest of the AGILE stack, e.g. the AGILE UI, is an “external” application from the point of view of
the security framework. In consequence, there is no difference between the AGILE stack or
other applications that use the security framework. In particular, applications running microservices within the gateway or outside of the gateway, e.g. in the cloud, are seen in the same
way by the security framework.
These Web applications executing services outside of the user agent, e.g. browser, can
integrate using the same technologies used by client-side only Web applications. However,
they can obtain higher guarantees, i.e. the browser does cannot access the token, if they use
the authorisation code OAuth2 flow.

Batch Jobs
For applications without user interaction there is a need to support a programmatic way of
obtaining a token without using a user agent, e.g. Web browser. To this end, we have
implemented the client-credentials OAuth2 flow which lets an application without user
interface obtain an access token to act on behalf of a user, i.e. owner of the OAuth2 client.
We have published since the definition of the identity model a set of samples for all the
OAuth2 flows mentioned previously1

Rapid Prototyping Applications
AGILE users can use the developer’s UI, i.e. Node-RED, to drag and drop flows of information
with sensors, actuators and even cloud services. Within the collaborations between Work
Package 3 and Work Package 5, an application wrapping Node-RED has been developed in
order to integrate security features. This results in Node-RED being aware of the AGILE user
executing a particular flow. Additionally, we provide nodes to obtain the user’s information,
authenticate the user, read and write attributes and evaluate policies. The latter allows a flow
to include security policy evaluations inside their business logic.

2.2.2 Support for Particular Requirements
Although the classification based on the application types used before covers most of modern
applications, there are sometimes specific requirements that go beyond the gateway. These
requirements and features supporting them are now described.

Outsourcing Data Storage to the Cloud
The makers’ version of the gateway can be executed on Raspberry Pi or similar platforms. This
may mean that storage space is limited. As a result AGILE supports developers by providing
cloud integration.
However, some users may desire additional guarantees towards the cloud. In particular, they
could be interested in ensuring that a cloud provider does not have access to his data, or even
1

https://github.com/Agile-IoT/agile-idm-examples/tree/master/authorization-code
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that the cloud infrastructure can perform queries on encrypted data, yet without observing
the plain text. These two guarantees can be provided by AGILE.
On the one hand, AGILE users can upload information to several clouds and prevent each
single provider from observing the plain text. For this, AGILE users can employ the secret
sharing module described in Section 4.4. This secret sharing module splits information and
stores it in several (n) cloud providers. Then, it is necessary to have access to k (with k less or
equal than n) to reconstruct the original data.
On the other hand, users who need to actively query their data but still want to make it
difficult for the cloud provider to observe the plain text can use the CryptDB integration
performed in AGILE. The CryptDB and the development of the AGILE SQL Connector used to
bind not only encrypted databases but also other SQL databases is described in detail in
Section 4.3.

Support for Low-End Devices Interacting with the Gateway
Devices with low computation power can be used to interact with AGILE. In particular, RIOT:
and OS for the IoT, has been extended to support several security features as well to support a
lightweight token generation supported by AGILE (See Section 4.1 and 4.2).

Protection against Attackers with Physical Access to the Gateway
AGILE security considers the gateway OS to be vulnerability-free and trusted; also, the main
focus is to protect users against other malicious users of the platform. However, these
guarantees do not hold the moment an attacker gains physical access to the gateway.
Notwithstanding, there are scenarios in which the gateway collects sensitive data and stores it,
e.g. location of endangered species in the Wild life monitoring use case. In such scenarios,
AGILE encrypts the data ensuring that even if attackers gain access to the gateway, they are
not able to recover the plain text. This is described in Section 3.3.

Specific Security Integration for a Give Use Case
AGILE provides mechanisms to plug-in any kind of authentication mechanism into the AGILE
security framework. This is covered in the AGILE security documentation and (Parra, D5.1. First
Prototype of the AGILE Identity Management System 2016). Also, through the definition of
custom Usage Locks (Parra, D5.2. Usage Control and Management 2017) an application can
integrate its own policy evaluation strategies to determine whether an entity is allowed to
perform an action.

2.2.3 Policy Evaluations on Structured or Unstructured Data
So far, we have explained strategies to integrate security into different kinds of applications
depending on their type. Also, we have discussed particular requirements, not related to the
gateway’s security, and how AGILE fulfils them. Now, we give some additional insights by
summarising ways to integrate AGILE security into applications by looking at the kind of data
being processed, i.e. binary data vs structured data. Specifically, we consider structured data
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when there is a particular format required for querying or processing the data, and the
opposite is considered binary data.

Structured Data
AGILE Data is a component in charge of managing and storing data periodically in the gateway.
Specifically, this API is used to create device subscriptions and store information for a given
amount of time, e.g. a week. In the case of AGILE Data, information can be directly encrypted
by this component before it is stored in the database. This protects the data from every
attacker having any physical access to the gateway.
AGILE also supports a particular kind of structured representation for data queries and
management, i.e. SQL (Structured Query Language). We implemented this connector for
several reasons. On the one hand, this lets users map existing databases to the AGILE security
framework without requiring the manual burden of configuring an initial map between tables
and security policies. On the other hand, this connector ensures interoperability with CryptDB,
which supports remote searches on encrypted data (An initial requirement for Task 5.3).
Unlike other query languages, SQL is a stable specification for data management querying and
management.

Binary data
When dealing with data in a more ad hoc manner, i.e. without using a fixed API to interact with
data sources, developers have more flexibility. However, AGILE still offers support to them.
On the one hand, users who want to protect data against cloud providers can take any blob
and split it across several providers through secret sharing (shown in Section 4.4).
Last but not least, every application can use the AGILE Policy Decision Point (PDP), through the
AGILE SDK or through the HTTP API. Provided that an application has integrated with AGILE
security in a way described in Section 2.2.1, using the AGILE PDP covers all cases in which
applications require to enforce access control to data by leveraging the security framework.
This is the equivalent of enforcing policies for SQL or AGILE data, but it is generalised for every
application. Furthermore, to ensure that there are plenty examples to choose from when
developers need to include security in their applications, we have developed a sample
application and describe the enforcement approach in Section 0. Particularly, this sample
application is integrated throughout the stack, from the micro-service docker layer all the way
to the AGILE desktop-like UI environment OS.js. Moreover, this application interacts with inmemory arrays to enforce simple policies, with (encrypted and not encrypted) databases, and
with external services, e.g. github. This provides a wide range of application scenarios for
policy evaluations.

2.3 General Data Protection Regulation
According to GDPR one of the most important regulations is that a user must be informed
about the use of his personal data. Furthermore, the user must consent, if a service wants to
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process the users’ data and the user must be able to withdraw the consent anytime. In
practical terms, this means that developers using AGILE must ensure the compliance with the
regulation. However, in our opinion AGILE provides mechanisms to fulfil these requirements by
using attribute-based policies2. Now, we will explain why.
A service can be designed in a way such that the user can define who is able to read or alter his
data. We have a fine-grained approach in which users can decide access based on entity’s
attributes. Moreover, access to attributes, i. e. username, password, is also enforced by the
security framework. Also, AGILE can create audit logs to reflect security sensitive accesses. In
turn, this enables the owner of entities registered in AGILE to see who accessed the data when
for a given period of time. The logging mechanism stores the access logs for a certain time
frame, which can be adjusted. The logging mechanism was described in (Parra, D5.2. Usage
Control and Management 2017).
Depending on the use case, a GDPR compliant service that wants to use AGILE for the identity
and access control could let the user decide which data can be accessed by whom. Only the
attributes that are necessary to offer the service to the user must be available for the service
(Vollmer, Article 6 EU GDPR "Lawfulness of processing" 2018). Thus, the user must agree that
the service is accessing this specific attributes. Everything else can be easily configured by the
user and AGILE would decide according to the policy configuration and enforce in the users’
will. This could even include that administrators are not able to access specific attributes if the
user wishes so. An example where this is implemented in the default AGILE security
configuration is described in Section 3.4.1 of (Parra, D5.2. Usage Control and Management
2017). There, we explained how users can read the password but administrators are not
allowed to read it, only to write it (to reset it). Furthermore, the service could inform the user
if someone accesses his data since PDP is done centrally. Also, the user can see who accessed
his data in a certain time frame.
On the other hand, AGILE could ease the documentation for the service provider in terms of
GDPR. For GDPR, every data process activity must be documented (Vollmer, Article 30 EU
GDPR "Records of processing activities" 2018). AGILE can be used by services to track data
access and processes and therefore be able to easily identify which process has to be
documented.

2

we must clarify that members of the security Work Package are not lawyers
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3 Data Sharing Enforcement from the Gateway’s
Perspective
This section addresses the following items regarding security on the device itself:
•
•
•

A local HTTP Proxy that validates micro-service requests to ensure their legitimacy (on
a permission level through applying authorisation)
How any policies can be evaluated from external services and applications
How we protect data persisted locally on the gateway through optional encryption

3.1 Enforcement for the Agile Stack through the AGILE Proxy
This section describes the HTTP Policy Enforcement Point (HPEP). This component is
responsible for validating security policies for micro-services exposing their APIs through HTTP
on the gateway.

3.1.1 Introduction
The internal HPEP is a stand-alone service that resides in the gateway as a micro-service in a
container, and that intercepts every local network request to ensure proper access to APIs.
This is performed by relying on the Policy Decision Point (PDP), which is part of agile-security.
In a general sense, the PDP decides whether some action can be performed, and the Policy
Enforcement Points, e.g. the HPEP, enforce the decision obtained from the PDP.

3.1.2 Core architecture
The HPEP is deployed in the Agile IoT stack as a stand-alone service (docker container). It is
configured in the docker-compose file, as with other parts of the AGILE stack, as the main local
host endpoint. All the other services are exposed as named hosts (for instance, the
recommender service will be reachable at http://recommender) by the HPEP.
When a new HTTP request reaches the HPEP, the HPEP consumes a PDP (security) endpoint,
passing to it a JSON payload which contains the body and header object. The PDP processes
the payload and determines if the incoming HTTP request is authorised or not, and returns to
the HPEP an additional property “evaluation” containing a Boolean status “authorised” and an
optional ACK message. If the “evaluation” status is positive, the HPEP routes the incoming
HTTP request to the target service. If not, it returns a 403 code with the optional NACK
message as the body3.

3

Here we use the term ACK and NACK to refer to authorized or not authorized actions
for conciseness.
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3.1.3 Pre-requisites
By default, the HPEP needs to preserve any aspect of the incoming HTTP request, including its
source. This allows the HPEP to pass on the request, carbon-copy, to the correct end-point.
The HPEP holds the incoming HTTP request until the ACK/NACK is returned by the PDP; this is
done synchronously, and in addition to the above, any data part of the request model is not
affected by the HPEP.
In terms of responses, the HPEP automatically falls back to 403 if the PDP service is not
available after a set period. Finally, the HPEP allows a whitelist configuration for services that
do not need to rely on security. Essentially, these can completely skip the authorisation step.

3.1.4 Implementation
The HPEP target stack is nodeJS. The Proxy business logic is developed as a middleware for the
ExpressJS framework. The implementation makes use of additional abstraction layers on top of
ExpressJS, with SailsJS being the key framework.
Agile-security implements an endpoint that allows the HPEP to query for authorisation every
time a new HTTP request is received (PDP). To this end, the PDP can rely on the entity model
to authenticate entities, e.g. users, and at the same time apply policies on them. Moreover,
since AGILE IDM implements an OAuth2 provider, it maps every token to a user and the service
requesting it, i.e. OAuth2 client. This allows the security framework to use the service and user
information on decisions which may require this.
A set of releases was defined in the early stages to ensure delivery can be incremental given
the overlap with other microservices/containers, part of the gateway:

MVP
HPEP is able to intercept all incoming local network traffic and hand it over the payload to the
IDM before routing the request to the target service.

Beta
Actual validation is performed through HPEP of the incoming HTTP request based on the
whitelist and the PDP authorisation endpoint.

RC
HPEP routing of incoming HTTP request to the target service based on the PDP authorisation
endpoint output.

Final Release
Business logic polished. Unit tests, documentation, Docker Hub release.
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The HPEP follows the same supported architectures as the rest of the AGILE stack components,
and, like the rest of the AGILE microservices, is compatible both with armv7 and X86_64
architectures.
With regards to the AGILE networking configuration, and in order to allow the HPEP workflow,
the following networking architecture is applied to the agile-iot stack:
•

•
•

Every service excluded Agile Security & HPEP will be non-privileged, without hostnetworking capabilities and each will have a unique network defined within Docker.
HPEP by design should be the only container “belonging” (in docker terms) to all the
unique networks. This is defined in the docker-compose.yml configuration file.
HPEP, being in all the unique networks and also on the standard one, is the only
service that can perform HTTP interactions will all other services.
HPEP exposes a named host in all networks.

HPEP also holds a definition of “whitelisted” service URLs. At start, HPEP loads a JSON file
containing the list of services that need to go under its proxy. For each, HPEP defines and
exposes a namespace within its URL architecture. For example, if a service recommender is set,
a http://agile-HPEP/recommender/ namespace is exposed. As part of the service
object set in the JSON configuration file, there exists a flag that allows whitelisting. A service
that is whitelisted uses the HPEP as a plain reverse proxy and all the authentication checks are
bypassed altogether.
Finally, for the HPEP policy verification itself, when an HTTP request is made to the HPEP, the
following actions are taken by it:
•
•
•
•

Request is held open
Both body and header along with service namespace are stored
Service namespace legality is checked
Service whitelist privilege is assessed
o If this does not apply, PDP is queried for ACK/NACK passing body, header and
service name:
§ If ACK is received, an HTTP request identical to the one received is
performed, but this time targeting the actual service. Then, header
and body as the response to the original HTTP request, are provided
§ If NACK is received, a 403 UNAUTHORIZED response to the original
HTTP request is sent
o If it does apply, an HTTP request identical to the one received, but targeting
the actual service, is performed. Then, HPEP provides the header and body as
the response to the original HTTP request.

The above flow is visualised in the figure below.
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Figure 2 Assessment of request from Service 1 to Service 2 through HPEP

3.2 Evaluation of Policies from External Applications
This section describes how the AGILE security framework can support data sharing from the
point of view of applications running inside or outside of the gateway.

3.2.1 Motivation
Security-aware systems perform their own authentication and security validations before
sharing data with the user, yet without offering support for external systems to integrate
policy evaluations from the main framework.
From this point of view, AGILE goes beyond the common practices in systems developed
today. AGILE provides an OAuth2 interface to allow applications to use the security framework
to authenticate users of their applications; furthermore, the authentication mechanisms are
defined as modules to improve extensibility of the identity management framework (Parra,
D5.1. First Prototype of the AGILE Identity Management System 2016). Moreover, AGILE offers
an extensible policy framework based on usage control to support gateway adopters in case
they require additional software to validate security policies in their use cases (Parra, D5.2.
Usage Control and Management 2017).
Building on the Identity Management system and the Usage Control framework developed in
the project, applications can protect confidentiality of information by leveraging the AGILE
security framework even though they are not part of the software stack distributed with the
software release. To simplify the process of introducing calls to the AGILE Policy Decision Point,
we have developed a simple and modular application (Parra, AGILE POLICY SAMPLE 2018). The
rationale thereof is twofold. On the one hand, this example makes it easier to explain how
applications can use the AGILE security framework in this deliverable. On the other hand, as
the application is written in a modular way, developers can use it introduce their own modules
and prototype the interaction between their business logic and the security framework in
order to perform access and usage control validations.
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3.2.2 Implementation
There are two main aspects related to using the AGILE security framework: authentication and
policy evaluation.

Authentication
From the authentication point of view, AGILE offers the possibility for an application to be
registered as an OAuth2 client. Examples to use the different kinds of OAuth2 flows are
available in an AGILE open source repository (Parra, AGILE IDM Examples 2016) ; moreover,
they have been previously described in an AGILE deliverable (Parra, D5.1. First Prototype of the
AGILE Identity Management System 2016). There is a third possibility: a Web application can
be directly embedded in AGILE OSJS and leverage that AGILE OSJS has already authenticated
the user.
We have integrated the sample application directly as part of the AGILE OSJS interface. There
are two main advantages of this approach. First, we provide the first example OSJS application
and instructions allowing developers to dynamically load their Web applications into AGILE
OSJS after a reboot. Second, as the OSJS application receives the user’s token, developers can
dedicate their effort to understanding how the enforcement takes place, instead of
understanding details about authentication and OAuth2 technologies.

Policy Evaluation
The second aspect related to the implementation of security policies in applications is the use
of the policy evaluation framework. For this, the AGILE SDK, or the API of AGILE Security, can
be used. As the policy framework defines policies on entities (respecting a particular structure
defined by the entities’ configuration), users should define policies on the entities related to
their use case. Creating entities and setting their attributes can be done through the AGILE UI
or programmatically through the SDK.
Once entities have been defined, the proper calls to the Agile Policy Decision Point need to be
integrated. Mainly, the Policy Decision Point offers a call to evaluate policies for the user
currently authenticated, i.e., by the token passed to the API. This call receives an entity id,
type, field and action (read or write) and it evaluates whether the action can take place or not.

Modularity of the Example Application
The application used to exemplify the integration with the policy framework has a service,
which can be executed as a micro-service, within the gateway, in the same container
environment as the agile software stack. And it contains an OSJS application that should be
loaded within the AGILE OSJS framework.
The policy sample service contains several modules holding business logic and visualisation
aspects for particular requirements called “models”. In particular we have developed a model
to obtain information from memory inside the sample application, i.e. Contacts. Also, there is
another model obtaining information from an external resource, i.e. Github.
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Both modules query the Policy Decision Point and grant or deny access to the user opening the
main site of the sample micro-service. Also, the policy sample obtains requests to render
websites and process API calls. Whenever it is needed, the sample service renders the pages
specific to the model, and conveys API calls the model classes when needed.
In particular, the model must implement a function called “executeAction” receiving the user’s
token, the HTTP method of the call, and arguments passed through the request’s body. Also,
the response of this function is then rendered using the model’s Web pages. This, again, lets
developers to focus strictly on what their application does with the data and how it interacts
with the security framework, abstracting them from the HTTP and rendering aspects required
to get an application running.

Developers can add new models and pages rendering their results by dropping a JavaScript file
and an Embedded JavaScript template (EJS) file in the appropriate folders. Figure
3 Architecture of the Sample Policy Enforcement Application

Documentation shows the modular architecture of the sample-service and its interactions with
other components in the AGILE stack. Specifically, lines between components denote
communication and the bold borders around components highlight the software developed for
this particular sample application.

Figure 3 Architecture of the Sample Policy Enforcement Application
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3.2.3 Documentation
The documentation for the Policy Decision Point has been available since the Usage Control
Deliverable was finished (Parra, D5.2. Usage Control and Management 2017). However, we
have documented each function or module comprising the sample application using the PDP.
We hope this will be a valuable tool for AGILE adopters to understand the dynamic aspects of
the policy integration.

Figure 4 Documentation of Modules Comprising the Policy Sample Application
Also, a detailed step-by-step process to install the sample application evaluating policies based
on the AGILE security framework has been documented in the sample application’s README
file.
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Figure 5 Screen-Shot for Documentation of Sample Application Installation

3.2.4 Examples (Modules of the Sample Application)
More precisely, the sample application loads two models for demonstration purposes. There is
a model obtaining information from a remote system, i.e. Github. The Github model connects
to the Github API and retrieves the latest actions performed by the AGILE consortium. This
model implements read-only functionality and offers a rather coarse-grained policy evaluation.
Specifically, the Github module only evaluates whether a user is allowed to perform a read
operation on the “actions.github” field. This is mapped to reading information from Github in
this module.
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On the other hand, there is another model obtaining information from an in-memory array of
contacts (Contacts module). This module keeps an array of objects with name, email, and
phone number. This model is more complex from the policy point of view for two reasons. It
allows not only read but also write operations. Furthermore, it evaluates more fine-grained
policies. That is to say, the contact model not only verifies that users have access to read
contacts in general, but it also verifies that a user has access to email, name or phone number
of all users. The same kind of validation is applied for the write operations when a new object
is added to the in-memory list of contacts. Figure 6 shows how the sample policy service loads
both models and their representation EJS files in separate iframes. In the particular case of the
screenshot, a user with enough privileges to execute both actions was logged in in OSJS,
otherwise an “Unauthorised” would be shown.

Figure 6 Sample Application Models View

In addition to the aforementioned modules, this sample application is also used to exemplify
the use of MySQL, and CryptDB databases. However, as these two examples required
additional micro-services, they are covered in Section 4.3.4.
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3.3 Protecting Data When Attackers Obtain Physical Access to
the Gateway
This section covers a specific use case whereby AGILE protects data persisted locally on the
gateway through optional encryption. The kind of encryption applied ensures that attackers
obtaining physical access cannot retrieve the plaintext.

3.3.1 Motivation
As described previously in this report, as well as prior reports of the Security Work Package,
security behind AGILE is paramount, as the following, all rely on a robust, security-sane
software stack on top of the hardware that enables the gateway's functionality:
•
•
•

Pilots and project partner use-cases
Open call projects with external, commercial partners
End-users adopting the gateway and the AGILE ecosystem during the maintenance
phase and post-project

Particularly in regard to pilots, AGILE’s livestock monitoring use-case defines a requirement for
encryption of data at rest, on the AGILE gateway. The AGILE Gateway supports optional
encryption of subject data using a specified public key, using a standard asymmetrical scheme.
The decryption key must not be stored in the Gateway, rendering decryption of data on the
same device impossible, should the gateway go missing (our defined scenarios require that
data are kept safe from any outside entities in case the AGILE gateway is captured either on
ground or after a UAV crash/shootdown). A more complete definition of the use case is in
Section 3.3.8 of Deliverable 8.1.
Even though the AGILE gateway requires users (remote and local) to login before data access,
there is additional need for security that also refers to physically accessing the gateway and its
storage, and/or cases where data might still be readable in-memory.
The AGILE gateway can therefore be optionally supplied with a public key to be used for data
encryption. The decryption key (private key) must not be stored in the gateway, but only be
available to end-users of the data. In this way, sensor data is encrypted and then locally stored,
so that data will be safe from any intruder attack. Encryption happens in the agile-data
microservice of AGILE through the RSA cryptosystem.
The open-source component that
(https://nodejs.org/api/crypto.html).

encrypts

data

in

NodeJS

is

called

‘Crypto’

3.3.2 Implementation Documentation
The decision on whether a particular AGILE subscription will contain encrypted data, occurs in
the agile-ui (UI). It is provided as an option to the user creating the subscription; if enabled,
then an RSA public key is required, and stored in the gateway.
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The AGILE data service (agile-data) receives that subscription information as well as the
Base64-encoded public key for that subscription, like so:

Figure 7 Subscription creation method on agile-data with encryption options
It then encrypts data recorded as part of that subscription prior to persisting.
Functionality that allows creating encrypted data subscriptions has been implemented in
AGILE UI also, as follows:

Creating encrypted subscriptions
The user interface has been updated to allow for the creation of encrypted local storage
policies. As seen in the below figure, upon creation the user can tick the “Encrypt” checkbox.
Once this option has been activated, an extra field, where the user can input their public RSA
key, is rendered.

Figure 8 Option to enable encryption and define public key on subscription creation

Once all fields have been filled out, the subscription can be created. It is rendered in the “Local
storage policies” field like a standard subscription. In the “Locally stored data” section, a clear
delimitation is made between encrypted and unencrypted local data, as shown below.
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Figure 9 Verbose information to user regarding the encryption status

In case of encrypted records, the “View” option that would normally navigate to the graphs
rendering the data is disabled for encrypted records; decryption of such data is possible only
after they are exported from the gateway.

Replacing existing (unencrypted) subscriptions
A prompt has been implemented as a failsafe, for cases where an existing, unencrypted
subscription is about to be replaced. In order to make consuming and working with sensor
data easier, the decision has been made not to mix encrypted and unencrypted records
produced by a component of a device. Given this requirement, if we attempt to create a local
retention policy with encryption enabled while unencrypted records exist, the confirmation
dialog shown in the below figure will render.

Figure 10 Prompt notifying of a policy that will replace (by wipe) existing data
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If the user continues, the existing unencrypted records will be deleted so the new policy can be
established. The user can cancel the action and export or backup the data first.

Decrypting exported subscription records
In terms of data decryption, the user can use agile-ui, or the REST API, to download data
relating to a subscription on the gateway. As noted previously, the only encrypted information
is the actual subscription values; information such as timestamps remains unencrypted. Note,
however, that for compatibility, the values are both encrypted, and encoded as base64.
Therefore, the steps below include a decoding step.
For the below example, we will assume a local key exists in the user’s *NIX environment with
its common filename and location being ~/.ssh/id_rsa. Export data using the REST API or the
agile-ui – the example will assume the name is: agile_export.csv.
A *NIX bash script that will decode the values in each CSV row is provided below.

Figure 11 Simple bash script enabling decoding and decryption of subscription data

while IFS=, read -r componentID deviceID value unit format subscription lastUpdate expireAt
do
if ! [[ $value == "value" ]]; then
echo "$componentID|$deviceID|`
echo $value | base64 -d | openssl rsautl -decrypt -inkey ~/.ssh/id_rsa
`|$unit|$format|$subscription|$lastUpdate|$expireAt"
fi
done < agile_export.csv
The above code can be saves as a bash script, set as executable and ran with the gateway
subscription export either hardcoded (as above) or as an input.
Note that MacOS requires that the -d flag used in base64 be substituted with -D
(capitalised). Naturally, if the private key is protected with a password, said password will be
requested when executing the script.
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4 Data Sharing Enforcement beyond the Gateway’s
Perspective
Although it is common to consider that secure data sharing is achieved by applying security
validations, i.e. authorisation, before data is sent outside of the gateway, there are more
aspects to be considered to achieve a holistic approach to access control in an IoT
environment. In particular, it is paramount to consider other aspects related to data sources
connected to the gateway, i.e. low-end devices, and more powerful systems where data is
delivered for further processing or storage, e.g. Cloud.
This section discusses the mechanisms developed within the project to support lower-end
devices, gradual release of information through one-time passwords, and encryption and data
sharing connectors provided to AGILE users.

4.1 One Time Passwords In AGILE
We created a micro-service supporting the validation of lightweight One Time Passwords (OTP)
for the AGILE gateway.

4.1.1 Motivation
Although it is common to use a single token across service to authenticate a user or a device,
e.g. in single sign on solutions, there are other scenarios in which a one-time credential is more
suitable. For instance, when communication channels are not confidential, a one-time
credential protects against replay attacks, as the credentials cannot be reused. Furthermore,
one-time passwords can be used to ensure that particular services or users have only limited
access to data or functionality. In particular, this can be used to ensure gradual release of data
towards external applications.
Since we implement a one-time password schema for AGILE, it is reasonable to ensure that it
can be run on devices with low computational power. Thus, we have implemented an OTP
schema re-using the relevant cryptographic mechanisms present on the BLE beacons
implementing the Eddistone Ephemeral Identifier protocol (Google 2017). This ensures that
very low-end devices can compute new OTPs and send them to the gateway, if needed.
Particularly, our OTP approach lets devices authenticate with the gateway using OTPs. On top,
the OTPs proposed inherit a very important property from the BLE beacon protocol. It is
neither possible to trace the OTP back to a certain identity key nor a certain entity. This is only
possible when the information about the identity key and a current counter present in the
device are available. This offers the possibility to have a privacy-enhanced authentication
mechanism since the entity that accesses the gateway with an OTP can only be determined if
both the identity key and the counter are known. On each new access, another OTP must be
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used and used OTPs are invalidated. Therefore, by comparing the OTPs, it cannot be said if the
same entity as in the request before is accessing the gateway or it is another one.
In addition to supporting small devices, OTPs can be used to provide single access to particular
APIs to applications interacting with APIs which are relying on AGILE security. These APIs can
be exposed by external applications, if they rely on the AGILE security framework (See
Section0).

4.1.2 Implementation
AGILE-OTP provides and endpoint to validate OTPs and obtain the entity to which the OTP is
associated with. Additionally, the AGILE-OTP component can act as a proxy for all incoming
requests. In particular, requests are only forwarded after the request is authenticated, using
the provided OTP. For this, AGILE-OTP looks up all entities that are selected by a predefined list
of entity types in the OTP configuration file. By putting the entity types in the configuration,
they are enabled to be used in the OTP authentication mechanism.
When the OAuth2 client for AGILE-OTP is added to the gateway, the AGILE-OTP module is able
to authenticate itself against the gateway and acquire a token for future requests to the
gateway. After receiving a token from the gateway the module first iterates over all entities
that have an identity key and counter stored in their attributes. This is done to generate an
initial frame of OTPs for each entity. The frame is used to quickly determine if a provided OTP
is valid, considering that the counter could be out of sync, due to packet loss during
transmission or other failures. Having a frame of valid OTPs lets the entity authenticate and
makes it possible to synchronise the counter.
On each request to AGILE-OTP, the provided OTP is used to determine the corresponding
entity. The OTP is valid if an entity with the OTP in its OTP frame is found. In this case, the
request is proxied, the counter is increased (and synchronised) and the new OTP frame is
calculated for the corresponding entity if no policy forbids this. We implemented the OTP
calculation in C and call the corresponding functions through the V8 API. V8 can be used as a
bridge to native calls from JavaScript. The reason for the usage of native code is that we first
implemented the OTP calculation for devices that run RIOT OS to make sure that the OTPs can
be calculated on both sides in the same way. Therefore, we use the same native
implementation in the AGILE-OTP service.

Modules Used in AGILE-OTP
The main purpose of AGILE-OTP is to authenticate a request against the gateway and proxy it
to another service. Therefore, the interaction with AGILE security framework takes place on
each request. After the authentication was successful, the request is proxied to the right
service, using the NodeJS HTTP proxy middleware module.
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Finally, there are new OTPs calculated for the entity, which can be used for future requests.
For this, we use the native OTP calculation implementation. This is done in the AGILE-OTP
service and does not require an external service, as shown Figure 12.

Figure 12 AGILE OTP Architecture

Configuration
AGILE OTP requires following configuration properties to be configured:
•
•
•
•
•

OAuth2 client: Information for the Oauth2 AGILE security client used to find entities by
a provided OTP, authenticate the requesting entity and proxy the requests.
AGILE SDK: Configuration for the AGILE SDK to interact with AGILE Security
Frame size: The amount of OTPs that will be calculated for the entity in advance
Entity types: The list of entity types that are enabled to be used with OTP
authentication
Identity key and counter: An identity key and an initial counter state need to be added
to the entity in the gateway, to be able to calculate OTPs

4.1.3 Documentation
To simplify the process of setting up AGILE OTP, we documented the installation process and
show interaction examples with the service. Figure 13 shows a portion of the documentation
available in the AGILE OTP Github repository (Brehm, AGILE OTP 2018).
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Figure 13 Screenshot of the documentation for AGILE OTP

4.1.4 Example
The previously mentioned documentation explains the setup for the AGILE OTP component.
However, we also provide a video showing the set-up and demonstrating the generation of
OTP values, using an EID reference implementation in python to generate the values used to
authenticate with AGILE is shown in Figure 14. Also the full video is available here:
https://youtu.be/xxeYda5gC5A
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Figure 14 OTP Component Demo Video Screenshot

4.2 RIOT Extensions
We have discussed the implementation and rationale behind the lightweight OTP
implementation and its relation to applications executed in AGILE and external devices. This
section covers overall security developments to support low-end devices and the
implementation of the OTP generation within such devices.

4.2.1 Motivation
Some security guarantees require the pre-processing of data on-board IoT end devices e.g. the
sensors themselves. For example, end-to-end encryption may be desirable, from the IoT device
all the way to the user. As another example, some security mechanisms at work in the AGILE
gateway may need additional logic at work on the IoT device, e.g. OTP.
For these reasons, we worked on extending a common open-source OS for low-end IoT devices
(such as sensors, actuators etc.) The rationale is that on one hand the software platform
provided by the OS will facilitate our embedded development, while on the other hand it may
provide portability of our embedded code to a variety of low-end IoT device. We chose to
extend RIOT, a prominent OS in this space.
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4.2.2 RIOT Security Primitives Development
We have enhanced RIOT with a number of additional security mechanisms, at various levels of
the system.
We have integrated DTLS support in RIOT (via the tinyDTLS library) which enables standardcompliant security at the transport layer such that data can be securely sent end-to-end, from
an IoT device to the AGILE Gateway over heterogeneous link-layers -- or beyond, to anywhere
on the Internet.
We have also added support in RIOT for strong encryption, decryption, signatures mechanisms
via a number of embedded cryptographic libraries, such as TweetNaCl, qDSA and HACL*. These
libraries provide the primitives necessary for a variety of higher-level security mechanisms.
All these developments have been published as open source and merged into the main branch
of RIOT (also available as open source in its dedicated git repository4).

4.2.3 OTP Implementation and Example on RIOT over Bluetooth
Low-Energy
To demonstrate end-to-end security capabilities, we have implemented OTP on top of the IoT
operating system RIOT.
In practice, the implementation runs and has been tested on a family of devices from Nordic
Semiconductors (a common IoT hardware vendor) which are based on a variety of popular
ARM Cortex-M CPU architectures and Bluetooth Low-Energy (BLE) transceivers.

Integration with Bluetooth Low-Energy and AGILE
The implementation computes and exposes successive values of one-time-tokens via a
dedicated GATT service characteristic hosted on the RIOT device, which can be accessed by the
AGILE gateway, wirelessly over BLE, the same way the gateway accesses other Bluetooth GATT
services hosted on the IoT device (such as sensor data as shown in Figure 15). A dedicated
Unique Universal ID (UUID) was used for the OTP service, namely UUID 8491945D785011E8B45ADA24CD01F044. Conversely, using the same primitive and the same code, the RIOT
device could authenticate incoming requests based on the sequence of tokens it computes
locally.

4

Repository for RIOT https://github.com/RIOT-OS/RIOT (also mirrored in AGILE)

© D5.3 Secure Data Sharing

Page 38 of 53

H2020-688088—AGILE

Adaptive Gateways for dIverse muLtiple Environments

Figure 15 Screenshot of AGILE OS connected to a RIOT device sending sensor
data over BLE
Compile-time & run-time configurability
The OTP parameters used on the RIOT node can be managed and configured either at compile
time, or at run time. Most prominently, parameters include the shared secret (identity key),
and the sequence number used to compute the next token value, as well as the size of the
keys, and of the tokens, the flash page number used to store the parameters etc.

Resilience against reboots
The OTP parameters are saved in (non-volatile) flash memory, which enables RIOT and the OTP
scheme to be resilient in face of reboots. This required implementation and use of generic IAP
flash page write (and read) support. Based on IAP of flash and a canary, a rebooting node can
automatically detect at restart time that it has a pre-configured shared secret and an on-going
sequence number. If the canary is not detected, a mock-up default identity key and sequence
number 0 is used instead, by default.

Code portability and availability
The implementation offers portability to a number of RIOT devices (basically devices featuring
nRF52 or nRF51 micro-controllers), and is published as open source available on the AGILE
repository5 .

5

Repository for IOTP for AGILE at https://github.com/Agile-IoT/iotp-ble-riot
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4.2.4 Documentation
The documentation is available online on the AGILE repository6. Excerpts of the documentation
are shown in Figure 16.

Figure 16 Screenshot of the documentation for RIOT-OTP example for AGILE

6

https://github.com/Agile-IoT/iotp-ble-riot
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4.3 Connector to (Encrypted) Databases
This chapter describes how AGILE supports developers when they connect to an external
MySQL database and apply policies to queries performed in the database. In particular, this
enables the connection with an encrypted database outside of the gateway.

4.3.1 Motivation
AGILE offers an internal storage mechanism through agile-data; however, there may be
scenarios where the gateway’s storage resources are not enough to store information and an
external database is needed. However, whenever the gateway shares information with
external locations privacy needs to be taken into account. To alleviate these concerns, AGILE
developed the AGILE SQL connector (Parra, AGILE SQL Connector 2017), which executes SQL
queries in a MySQL instance if and only if policies allow the query to be executed. In case
AGILE SQL is used along with a regular MySQL instance, policies will be evaluated before
sending the request; however, information stored in the MySQL database will be stored in
plain text in the remote location.
In addition to providing the AGILE SQL connector to integrate security policies for secure data
sharing and storage, AGILE invested time to enable the SQL Connector to use CryptDB: an
encrypted relational database (Popa, et al. 2011). Our efforts were focused to split the
encryption proxy (SQL proxy encrypting data) from the backend in the CryptDB
implementation. This enables developers to run the encryption proxy locally (on the gateway)
while letting the backend store and perform queries on encrypted data by employing a more
powerful computer or server. From the security perspective, this has the advantage of
encrypting everything in the gateway, therefore preventing rogue administrators of cloud
services to observe the plain text of the MySQL database.

4.3.2 Implementation
The main responsibility for the AGILE SQL connector is to evaluate policies before executing
SQL queries on a database. This lets users integrate their applications with SQL databases
while keeping the access control rules inside the AGILE security framework. Also, an AGILE SQL
micro-service instance, i.e. container, is always mapped to a single database backend.
Therefore, whenever AGILE SQL receives a new SQL query from a user, it evaluates policies for
the database it has been configured to interact with. In particular, AGILE SQL handles read or
write policies at the Table level.
For ease of use and configuration, the AGILE SQL Connector is configured to use an existing
database service. In particular, if the database does not exist, AGILE SQL creates it;
furthermore, in case the database exists, AGILE SQL maps all the tables present in a database
to AGILE security and sets default policies for all of them. If there is a database with the same
connection details registered, then this step is omitted to avoid overwriting existing databases’
security metadata.
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This approach for the implementation of the connector ensures that users who have not
created a database, as well as users who have existing databases, can start using the AGILE SQL
connector transparently and do not have to care about initial configurations in the security
framework. Additionally, to maintain consistency, whenever new tables are added to the
database, through the AGILE SQL connector, the connector registers the new table in the
AGILE security database entity and sets the default table policies for it.
Despite the advantages offered by CryptDB, we encountered several restrictions while
integrating it in AGILE. This is a result of CryptDB being an experimental instead of a
production-ready implementation. Thus, it runs only with MySQL v5.5 on an x86 or x64
processor architecture. MySQL v5.5 for ARM processors is missing several libraries that are
required to compile the CryptDB proxy. Manually installing the missing files did not solve the
problem, since MySQL v5.5 for ARM processors has a known bug7 in the usage of some library
interfaces. Furthermore, we tried to change the used image from Ubuntu 16.04 to several
other images, e. g. Raspbian or Debian with different versions, to make sure that the Linux
distribution is not the problem. But the compilation still failed. Upgrading the MySQL version
(to v5.6 or v5.7) did not help either, due to other errors in library calls that occurred during
compilation.

Modules Used Within the Connector
The main responsibility of the AGILE SQL connector is to evaluate policies based on SQL
queries. The interaction with the AGILE security framework takes place through the AGILE SDK
inside the Authentication and Policy evaluation module shown in Figure 3
Architecture of the Sample Policy Enforcement Application

Documentation. Additionally, before evaluating the policies, the connector needs to establish
which tables are affected in which way, i.e. read or write, by a given SQL query. This is done
through the SQL Parsing module; however, as there was no module performing reliable and
detailed SQL parsing in JavaScript, we implemented another micro-service, i.e. SQL Parser
(Agile 2017): a micro-service parsing SQL queries using the Java JSQLParser library. There are
three main reasons to separate the parsing micro-service from the AGILE SQL Connector. First
of all, the JSQLParser is licensed under Apache and GPL licenses, therefore making it
impossible for us to merge it into an Eclipse-licensed program (AGILE SQL Connector). On the
other hand, SQL Parsing could be offered by other services through the same interface. The
third reason is that the connector and the SQL parsing module have different runtimes. As
AGILE already optimises the use of the same base images, i.e. NodeJS or Java, for particular
platforms, merging both services in one would require more space because an additional
micro-service with both Java and NodeJS base image would be needed, just for this microservice.
7

https://bugs.launchpad.net/maria/+bug/700982 and
https://bugs.mysql.com/bug.php?id=62769
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Last but not least, AGILE SQL has an SQL Execution module in charge of executing the actual
queries in the external MySQL (or CryptDB) database.

Figure 17 AGILE SQL Connector Architecture
Configuration
The AGILE SQL connector requires the following properties to be configured:
•
•

•
•
•

•

Database details: host, port, username, and password for the MySQL instance where
the queries shall be executed
OAuth2 client: Information for the Oauth2 AGILE security client used to automatically
register all the tables. This is needed to be able to generate new entities, i.e., the
database entity, in AGILE security (within the Identity Management module)
AGILE SDK: Configuration for the AGILE SDK to interact with AGILE Security
SQL Parser: Connection to the SQL Parsing micro-service.
Default Table Policies: Read and write policies to be set for all tables during the initial
registration. By default, this policy allows only the owner of the database, i.e., the
owner of the OAuth2 client configured in the database, to read and write to all tables
encountered in the database.
Create database if it does not exist: A flag to instruct AGILE SQL to create the
configured database if it does not exist. If set to false, AGILE SQL will only use existing
databases or fail, if the databases were not added before.

4.3.3 Documentation
The AGILE SQL connector can serve as an example of a custom mechanism to map policies
hosted by AGILE when exposing a service, i.e. in this case SQL database. Therefore, we have
invested time to document the internals of this component and its interactions with the
security framework, the MySQL database and the SQL Parser. Figure 18 shows a portion of the
documentation available in the AGILE SQL Github repository (Parra, AGILE SQL Connector
2017).
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Figure 18 Screenshot for Documentation of AGILE SQL
In addition to the documentation of the SQL connector’s implementation, the AGILE SQL
Connector’s repository includes a detailed step-by-step guide to configure all the required
micro-services together to map tables to the database entity stored in AGILE security (see
Figure 19).
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Figure 19 Documentation for the AGILE SQL Connector Micro-Service Set-Up

4.3.4 Examples
To demonstrate the usage of AGILE SQL with different database backends, in the following we
explain two configuration examples for both a plain MySQL database and the integration of
CryptDB. Furthermore, we extended the agile-policy-sample with another module that uses
the AGILE SQL connector to interact with the databases (Brehm, AGILE POLICY SAMPLE - AGILE
SQL 2018). The sample module is designed in a way that the changes to the configuration need
to be made in the AGILE SQL configuration file, rather than in the sample policy. This is, to
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show the simplicity of replacing the database backend with another one, without having the
need to change the application that is using the database through AGILE SQL. The only
configuration that has to be made in the configuration file of the sample module (agile_conf.js)
is the entity ID of the database entity. This ID is generated by AGILE SQL for each table and is
the combination of the database host (e.g. sql-db), port (e.g. 3306) and the database name
(e.g. agile). Thus, such an ID can look like the following: sql-db-3306-agile.
The sample module creates two databases when loaded if they do not exist: “contacts” and
“secrets”. The contacts table has four columns: contact id, name, phone number, and an email
address. The secrets table has a column for the reference to the contact id in the contacts
table and a column for the secrets of each contact. After the tables are created (if they
weren’t already existing), the policies for the user that is logged in are evaluated, whether he is
allowed to read the tables or not. Depending on the policy result for each table, the contents
of each table are queried through the AGILE SQL connector and displayed on the UI.
Additionally, it is possible to add a new entry to the tables (contact and the corresponding
secret), by clicking a button on the UI. If this happens, the policies for writing to the tables for
the currently logged in user are evaluated. Again, depending on the policy result for each table
for the current user, the information is written to the tables through the AGILE SQL connector.
Figure 20 shows the iframe of the sample module. In this example, the policies of the database
allow that the user can read both the contacts table and the secrets table. If the policies
would restrict the read operation on the secrets table, the “Secret” part would not be shown.
If reading the contacts would be restricted, an “Unauthorised” would be shown.

Figure 20 Sample SQL module
Furthermore, we documented the configurations in detail that are needed for the agile-sql
sample module to work. This documentation can be found in the stack integration
documentation (Brehm, AGILE POLICY SAMPLE - STACK INTEGRATION 2018). Figure 21 shows a
portion of the documentation on Github.
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Figure 21 Stack integration documentation for agile-policy-sample
MySQL Example
This example uses the AGILE SQL connector with a plain MySQL database for the backend as
shown in Figure 17. For this, the configuration file contains the information of the default
MySQL database (host address, port, username, and password). In this case, the data of the
sample described before is written in plain text to the database and also expects plain text if a
read operation occurs. Therefore, the data can be accessed from any other client.

CryptDB Example
This example uses the AGILE SQL connector with the CryptDB proxy and a MySQL database
that has additional libraries installed, such that it can be used with CryptDB to store and read
encrypted data. The configuration is similar to the one described in the MySQL example, only
with the changes to the database host that runs the CryptDB proxy. Figure 22 shows the
integration of CryptDB in AGILE SQL. From the connectors’ point of view, the CryptDB
encryption proxy is used as the backend database, while the rest of the architecture stays the
same. However, the proxy connects to the CryptDB backend, which contains the encrypted
data. This data can be only read and written by the CryptDB encryption proxy instance. Access
from any other client to the data will fail, even if another CryptDB proxy is used since the data
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is encrypted symmetrically. Only the CryptDB instance that created the database has the
corresponding keys to decrypt and encrypt the data correctly.

Figure 22 AGILE SQL connector with CryptDB

4.4 External Storage with Secret Sharing
This chapter describes the support of AGILE for securely store data on in the cloud with Secret
Sharing mechanisms.

4.4.1 Motivation
Similar to the previously described cases, in which data is stored on external stores, e. g. in the
cloud, privacy and data confidentiality needs to be taken into account. Besides using encrypted
databases (4.3) AGILE offers secure data sharing among several cloud data stores. For this,
Secret Sharing algorithms are used to split the data into multiple shares such that only a
subset of the shares is needed to reconstruct the data. On the one hand, this increases the
availability of the data, since not all shares of the data are required to be able to reconstruct
the data in whole. Thus, some of the stores can be unavailable or the stored shares can be
corrupted, without losing the data. On the other hand, privacy and confidentiality are given,
since no information about the data is exposed with fewer shares than a predefined threshold.
Therefore, even if the data is stored in an untrusted storage, the owner of the storage can not
learn anything from the stored data.
PRISMACLOUD (AIT 2017) implemented an Amazon Simple Storage Service (S3) API (AWS
2018) that uses Secret Sharing algorithms to securely share data among several cloud storage
provider. This implementation is called ARCHISTAR S3. Thus, AGILE cooperated with
PRISMACLOUD and adapted ARCHISTAR S3, which can be used as a data store in AGILE.

4.4.2 Background
Secret Sharing algorithms were developed to be able to split a message into multiple parts
(shares), such that only a subset (threshold = k) of the shares are needed to reconstruct the
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original message. A single share or less than a threshold amount of shares (k - 1) does not
expose any information about other shares or the secret itself.
Furthermore, the algorithms do not rely on any unproven assumptions. For example, such an
assumption could be “an attacker cannot efficiently solve a certain problem”. However, this is
the case for some other cryptographic mechanisms, such as in the RSA cryptosystem, where it
is assumed that there is no efficient algorithm to solve the factorisation problem. This
assumption is not proven to be true.
Additionally, new shares can be generated at any time and new shares do not affect previously
generated shares. Thus, this makes Secret Sharing algorithms applicable for scenarios where
new stores are added to a Secret Sharing gateway, which can increase the availability of the
stored data.

4.4.3 Implementation
ARCHISTAR is a Java-based application which can be deployed on any technology, e.g. in a
dedicated virtual machine or an event-driven framework. Thus, it is agnostic to the underlying
technology. The storage nodes used to store the shares can be any storage compatible with
Amazon S3 protocol, the de-facto industry standard for object storage (Loruenser 2017).
AGILE encapsulated ARCHISTAR in a docker container, such that it can be deployed in the
AGILE stack and made it accessible for other services. Figure 23 shows the architecture of the
ARCHISTAR-S3 service in AGILE. The service offers an HTTP REST API, which can be used by
other applications to share and store its data in S3 data stores (buckets). Herein, ARCHISTARS3 makes the Secret Sharing process transparent to the application. Therefore, for the
requesting application, it seems that it interacts with a traditional S3 data store. However,
ARCHISTAR-S3 shares the data with Secret Sharing and uploads them to a predefined set of S3
buckets. The buckets can be defined in the configuration file for the ARCHISTAR-S3 module.
When the data is requested by an application, ARCHISTAR-S3 fetches the shares from the
available buckets and re-construct the secret, before returning the data to the application.

Figure 23 ARCHISTAR S3 Service Architecture
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4.4.4 Example
As example (documented in the README of the Node-Red security nodes8), we created two
Node-Red flows to demonstrate the Archistar-S3 functionality. Figure 14 shows the example
Node-Red flow that uploads the access token of the currently logged in user in AGILE-OSJS. The
output, in the end, will print the token and the location to the console. Figure 15, on the other
hand, shows the flow of downloading the access token. If an access token is available, AGILE
Security is queried via an HTTP request to get the user information of the currently logged in
user, using the reconstructed token.

Figure 24 Upload example with Archistar-S3 as a Node-Red flow

Figure 25 Download example with Archistar-S3 as a Node-Red flow

8

https://github.com/Agile-IoT/node-red-contrib-securitynodes/blob/master/README.md
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5 Summary
We discussed general aspects behind architectural decisions in AGILE and how to enforce
security in Section 2. For example, we discuss why AGILE uses an attribute-based approach and
provide recommendations for integration on external applications. Also this section goes
through the possibilities that we consider AGILE has to help to protect users considering the
new GDPR rules.
The rest of this report, i.e. Sections 3 and 4, covered the overall lifecycle for security data
sharing and policy enforcement for the AGILE gateway. This includes support for:
•
•
•
•
•
•
•

low-end devices
applications running within our outside of the gateway
applications developed with the rapid prototyping framework from AGILE (Node-RED)
external databases using SQL
encrypted storage on the cloud supporting encrypted searching (CryptDB)
secure data sharing using several cloud providers, i.e. split data into n partitions such
that k are required to recover it.
Support a use case where attackers obtaining physical access cannot obtain the
plaintext of the original data (from Wild Life monitoring pilot).
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